[TPHUJIOKEHHWE Ne 4

K MpHKasy JenaprameHTa o0pa3oBaHus

or_ 15 WHIE 2018 Ne A

HHPOPMALUOHHAS ITAMSITKA
AJI51 OBYYAIOWUXCSH JJI51 PASMEUEHU S
HA OPUIHUAJIBHBIX UHTEPHET-PECYPCAX

C KaXZbIM IOJ0M MOJIOACKH B HHTEPHETE CTAHOBUTBHCS OOJBIIC, a IIKOJIb-
HUKH OJIHM M3 caMblX aKTUBHBIX IIoJb3oBaTenell Pyneta. Mexmy TeM, moMmmo
OFPOMHOI'0 KOJIMYECTBA BO3MOXKHOCTEH, HHTepHEeT HeceT U MpodIeMbl. JTa maMsAT-
Ka JI0JKHA TIOMOYb Tede 0e30MacHO HaXxOAUTECS B CETH.

KoMmmbroTepHblie BUPYCHI

KOMIIBIOTEPHBIM BUPYC - DTO PAa3HOBUAHOCTbH KOMIIBIOTEPHBIX MPOTrpPaMM,
OTJIMYUTEIILHOH 0COOEHHOCTBIO KOTOpOﬁ aBJIsIeTCS CIIOCOOHOCTDL K PasMHOIKEHHIO.
B AOIMOJIHEHHE K 3TOMY, BUPYCHI MOTYT NOBPEAHUTL HIIH MOJTHOCTEIO YHHYTOXKHTH
BCC (baﬁﬂbl " OaHHBbIE, ITOAKOHTPOJIBHBIE [MOJIE30BATE/IIO, OT UMEHHW KOTOPOI'O ObLia
3allylI€Ha 3apdaXE€HHas MpOorpaMmd, d TAKXKeE MOBPEAWTH WIIN HNdXKe YHHUYUTOXHWTH
OTEPALHOHHYID CUCTEMY €O BCeMH (aiiiamu B nesnoM. B OonbmIMHCTBE ciayvyaes
pPacnpoCTpaHAOTCA BUPYChL Yepe3 HHTEpPHET.

MeToabl 3alUTHl OT BPEIOHOCHBIX MPOTPaMM:

1. Mcnone3yid coOBpeMeHHbIE ONEPALMOHHBIE CUCTEMbl, UMEIOIIUE Cepbe3-
HBIM YPOREHB 3aIIIUThI OT BPEIOHOCHBIX MTPOTPaMM;

2. TlocrosinHO ycTaHaBiuBail nautu (UM(pOBbIE 3aIlJIATKHA, KOTOPbIE ABTO-
MaTH4eCKH YCTAHABIMBAIOTCA C LIEJbI0 I0pa00TKH MIPOTPaMMBbl) U Apyrue oOHOB-
JIEHUSI CBOel OHepaHI/IOHHOﬁ cucreMbl. CkauynBal MX TOJIBKO C Od)I/H_IHaJIBHOFO
caiita pazpadorunka OC. Eciu cyuwectByer pesKuM aBroMaruyeckoro oOHoBile-
HHS, BKIIIOYH €r0;

3. Pabotail Ha cBoeM KOMIIBIOTEpE MO IIpaBaMH MOJb30BaTeNA, a HE aJMHU-
HHCTpaTopa. ITO HE MO3BOJUT OONBLIMHCTBY BPEIOHOCHBIX NPOrpaMM HHCTaJIH-

POBAaTLCA HAa TBOCM IICPCOHAJIbBHOM KOMITBIOTCPEC,
4. Mcnonpsyd aHTHBHPYCHBIE IPOIrPAMMHBIE IIPOAYKTIbI M3BECTHBIX IIPOHM3-

BOJUTENEH, C ABTOMATHYECKUM O0OHOBIEHHEM 0a3;

5. Orpanndb PU3MUCCKUH TOCTYM K KOMIBIOTEPY I MOCTOPOHHMX JIHII;

6. Mcnoe3yii BHEIIHHE HOCHUTEIH MH(pOpPMAIMH, TaKue Kak (ielka, JHCK
WM Qaiil U3 HHTEpPHETA, TOJIBKO U3 MPOBEPEHHBIX HCTOYHHUKOB;

7. He oTKpeIBali KOMITBIOTEpHBIE (Q)aiiIbl, MOJyYeHHbIE U3 HEHAICKHBIX HC-
TOYHUKOB. Jlaxke Te (ailiibl, KOTOpPbIE TPUCTAT TBOW 3HAKOMBIN. Jlydllle yTo4HU Y
HEro, OTIPABJIsI JIU OH Tebe ux.

Cetun WI-FI

Wi-Fi - aTo He BU/I Mepenayu NaHHBIX, HE TEXHOJIOTHS, @ BCETO JIUITEL OpeH/ I,
Mapka. Enie B 1991 roay Hujepiianjickas KOMMNAaHUS 3aperMcTpupoBana Openj
«WECA», uto obGo3Havaio ciioBocoderanue «Wireless Fidelity», koTopsriii nepe-
BOJUTCA KaK «0ecIpoBOAHAA TOUHOCTDY.

Jlo Hamero BpeMeHH Jonuia apyras abOpeBuatypa, KoTopas ABIA€TCs TaKOH



Ke TexHomoruei. Oro aOOpeBuatypa «Wi-Fin. Takoe HasBaHHe OBLIO maHO C
HaMEKOM Ha CTaHAapT BhICLIEH 3ByKoBOH TexHMKHM Hi-Fi, yTo B niepeBoge o3Haua-
€T «BBICOKASI TOYHOCTE.

Ha, GecriaTHbIi MHTEPHET-0CTYI B Kade, OTeNAX U adpornopTax ABIACTCA
OTJMYHOM BO3MOJKHOCTBIO BBIXOJa B MHTepHET. HOo MHOTME 3KCHepThl CYHTAIOT,
qro obmenoctymHeie Wi-Fi ceTr He SBIAIOTCS O€30I1aCHBIM.

Cosernl 110 6e30MaCHOCTH paboTHI B 00MIEAOCTYIHBIX ceTax Wi-fl:

1. He nepenasaii cBoro JIMUHYIO HH(pOpMaLHIO Yepe3 obniegoctyHble Wi-Fi
ceTH. Paborad B HHX, KCJIaTCJIPHO HC BBOAUTDH IMapPOIH OOCTYIA, JIOTHHEI H KaKHC-
TO HOMeEpa;

2. Mcnonb3yi 1 0OHOBIIANM aHTUBUPYCHBIE MPOTPaMMBI U OpaHamayep. Tem
caMbIM ThI 00e30TacHIIb cedsl OT 3aKa4YKi BUPYCa Ha TBOE YCTPOMCTBO;

3. IIpu ucnons3osanuu Wi-Fi otkmoun dyHkumo «O0mmit goctym x dati-
Jam M npuarepaM». [laHHag QYHKUMA 3aKpbITa MO YMOJTYaHUIO, OJHAKO HEKOTO-
phle MOJL30BaTEIM aKTHBUPYIOT €¢ I yaoOCTBa HCIIOIB30BaHHs B paboTe HIIH
yueQe;

4. He wucnoas3yd nyOnuunsiii WI-FI ang nepenayd NHYHBIX JAHHBIX,
HanpyuMep 715 BBIXOJA B COLUANIbHbIE CETH HIIH B DJIEKTPOHHYIO MTOYTY;

5. Mcnonb3yii T0/1bKO 3amuiieHHoe coequHenne yepes HTTPS, a ve HTTP,
T.e. IpyU Habope Beh-aapeca BBOIH UMEHHO «https://»;

6. B moOunsHOM Tenedone orkmoun hyukumio «lloakmouenue k Wi-Fi as-
ToMarudecku». He ,uonycxcai»’l ABTOMATHYECCKOI'O IMOAKIKOHYCHHUA YCTpOﬁCTBa K C¢e-
TsiMm Wi-Fi 6e3 TBoero coriacusl.

CouunaneHble CeTH

ConasbHbIE CETH aKTUBHO BXOJAT B HAULY *KM3Hb, MHOTHE JIIOAU padoTaroT
v KMBYT TaM IIOCTOSIHHO, a B Facebook yxxe 3apeructpupoBaH MUJITHAP] YeIOBEK,
4TO SABJISETCSA OJHOM CcelbMOH Beex >KUTeNledl I1aHeTsl. MHOIue moib30BaTeNu He
NMOHUMAIOT, 4YTO WH(MOpMaIUg, pa3MelleHHas UMH B COITHATBHEIX CETAX, MOXKET
ObITh HaiiJleHa U UCIOIB30BaHA KeM YTOJHO, B TOM YHCIIe He 00s3aTebpHo ¢ Oa-
'MMH HAMCPCHUAMMH.

OcHOBHBIE COBETHI 10 6€30MaCHOCTH B COLIMATBHBIX CETSIX:

1. Orpanu4e crMcok Apyseld. Y 1e0s B ApYy3bAX He AOJKHO ObIThb ciy4aii-
HBIX M HC3HAKOMBIX JIIO/ICH;

2. 3amuMinai cBOKO 4acTHYO *u3Hb., He ykasbiBail naposu, teaedounsl, aape-
ca, JIaTy TBOEro POXASCHHUS U APYTYIO THYHYIO MH(QOPMANHIO. 3MTOYMBIIITEHHHKH
MOI'YT HCIIOJIB30BATb JAdXKe nmbopmaumo O TOM, KaK Tbl U TBOU POAUTEJIH ITJIaHU-
pyeTe IPOBECTU KAHUKYIIBI;

3. JamMiuaii cBOIO pernyTaluio - OEp:KU ee B YUCTOTEe W 3ajaBail cee BoO-
npoc: XoTea ObI Thl, YTOOB! OAPYTHe MOIB30BATEIH BHACTH, YTO ThI 3arpyiKaclib?
[Tonymai, mpeskzie 4eM 4To-TO OITyOJIMKOBaTh, HAIMCATh U 3aTPy3UTh;

4. Eciiv Thl TOBOpHIL € JIOJIbMHU, KOTOPLIX HE 3HAElllb, HE UCIMOJbL3YH CBOE
peasbHOE UMS U JIPYTYIO JIMYHYIO MH(QOPMALUN: UMS, MECTO YKUTEILCTBA, MECTO
y4eObI 1 mpoyee;

5. M3berali pasmenienua ¢otorpapuit B Murepuerte, rjae Thl H300paken Ha
MECTHOCTH, I10 KOTOPOH MOYXKHO ONPEICIUTE TBOS MECTOIIOIOKCHHUC;



6. IIpu pervcrpanuu B COUUATBLHON CETH HEOOXOIHUMO HCIIOIB30BAThH CIIOX-
HbI€ NIAPOJIH, COCTOAIINE U3 OYKB U HU(P U C KOMTHIECTBOM 3HAKOB HE MeHee §;

7. JInd couuanpHOH CeTH, TTOUTHI U JIPYTHUX CAUTOB HEOOXOJUMO HCIONE30-
BaTh pasHble mapond. Toraa eciu Teds B3IIOMAIOT, TO 3NMOYMBIIITIEHHHKH MOJTy4aT
JOCTYII TOJIEKO K OTHOMY MECTY, a He BO BCe Cpasy.

JIIeKTPOHHbIE J€HbIH

DJICKTPOHHBIE JIEHBIW - 3TO OYeHb YAOOHBIA CIIOCOO MIaTeKel, OMHAKO Cy-
IECTBYIOT MOLICHHHUKH, KOTOPbIE XOTST [OJYYHTh OTH IEHBIH.

DJIEKTPOHHbIE IeHbI'U MTOSBUIUCH COBCEM HEOABHO K HMEHHO H3-3a 3TOrO BO
MHOTHX IoCyaapeTBax /10 CUX Mop He MPOMHUCAHO PO HUX B 3aKOHAX.

B Poccnn ke OHM QyHKUMOHUPYIOT U O HUX YK€ MPOMHCAHO B 3aKOHE, I/Ie
HX pasleisloT Ha HECKOJIbKO BHJIOB - aHOHHMMHBIE U He aHOHHMHEBIE. PasHuLa B
TOM, YTO aHOHMMHBIE - 3TO T€, B KOTOPBIX pa3pellaeTcsi IPOBOINUTE Olepaldu 6e3
MJIeHTU(UKALIMK T10JI630BATEIs, & B HCAHOHUMHBIX HAeHTH(DHKAUSA [10IL30BATENS
ABNAeTCs 0053aTeIBHOM.

Takxke crenyeT pasnuyaTh 3JIEKTPOHHBIC (DHATHBIE IeHBIH (paBHBI IOCY1ap-
CTBEHHBIM BaJIOTaM) M 3JIEKTPOHHble He(uaTHLIE IeHBIM (He PaBHBI ToCyjap-
CTBCHHBIM BaJIIOTaM).

OcHoBHBIE COBETHI 110 Ge30TacHOi padoTe ¢ 3JeKTPOHHBIMH JI€HbIAMH:

1. IlpuBszku K c4eTy MOOMIIBHBIA TelaeoH. DTO caMblil yIOOHBIH U OBICT-
PBIH CrIOco0 BOCCTAHOBUTH OCTYI K cyeTy. [IpuBs3aHHBIN TenedOH MOMOXKET, ec-
1M 3a0yjellb CBOM IMJIATEXKHBIM Naposib WIM 3aiellb HA CalT C HEe3HAKOMOTIo
YCTPOUMCTRA;

2. Hcnonb3yit ogHOpasoble maposm. [locie nepexojia Ha yCUIEHHYIO aBTO-
pu3aluio Tede yxe He OyIeT yrpoKaTh ONMacHOCTh KPaky WJIH TlepexBaTa IiaTexk-
HOTO T1apoJIf;

3. Beibepu cioxHbIi maposb. IlpecTynHukam OyZeT He IMPOCTO yraaarh
CIIOXKHEIA mapoik. HagexxHbple maponn - 370 mapoiy, KOTOphIe CoAep:KaT He MCHEe
8 3HAKOB M BKJIIOYAIOT B c€0sl CTPOYHBIC U MPOMKUCHBIE OYKBBI, HHUPPBI H HECKOJIb-
KO CHUMBOJIOB, TaKMe KaK 3HaK JjoJurapa, ()yHTa, BOCKIHIATENbHbII 3HAK H T.II.
Hanpumep, $tROng!;;

4. He BBOAM CcBOHM JIMYHBIC JaHHbIC Ha caliTax, KOTOPbIM HE JOBEpPACUIb.

DIIeKTpOHHAs TTouTa

DIEKTPOHHAS MOYTa - ATO TEXHOIOrMS U MPEAOCTABIIEMble €K YCIYTH 10
[EPECBUIKE U [1OJYYEHHUIO DJIEKTPOHHBIX COODIIEHUH, KOTOphIE pacnpeaesstoTCs B
KOMIBIOTEpHOH ceTH. OOBIMHO 3JEeKTPOHHBIA ITOYTOBBIH SIMIMK BBIMJIATHT CICIY-
10muM 00pa3oM: UMA_I01b30BaTeIA(@WUMA_I0MeHa. Takke KpoMe Tepenadu Ipo-
CTOTO TEKCTa, MMeeTCs BO3MOXKHOCTE IepeaaBaTh (Qaiibl.

OcHOBHBIE COBETHI 10 Oe30macHO# paboTe ¢ ANEKTPOHHOH MOYTOM:

l. Hagmo BbeIOparh npaBuiIbHBIM TOYTOBBIM cepBuc. B unHTepuere ecrthb
OIPOMHBIH BbIOOP OECILIATHBIX ITOYTOBLIX CEPBUCOB, OJJHAKO JYYlle JOBEPATh TEM,
KO0 3Haellb U KTO [IEPBBIH B pEHTHHIE;

2. He yxa3pIBail B THYHOH nouTe TH4HYIO HHbopMaluio. Hanpumep, tyqie
BbIOpaTh «MYy3bIKaJAbHbIA_(anaT@» unu «poxk2013» BMecTo «TeMal3»;

3. Hcnons3yd NOBYXITallHyIO aBTOPH3AlHIO. DTO KOIrJa IIOMHUMO IIapoJs



HYKHO BBOJMUTD KO, IIPUCBLIaeMbIi 1o SMS;

4. BeiGepu cI0XKHBIH 11aposib. [l KaXI0ro TOYTOBOTO SIIIMKA JOJKEH OBITh
CBOH HaEKHBIH, YCTOHUMBBIA K B3IIOMY 1apOJIb;

5. Ecnu ecTh BO3MOKHOCTB HaIlMCaTh CAMOMY CBO JIMYHEINA BOMpOC, HC-
10JIb3YH 3TY BO3MOKHOCTE;

0. Mcronb3ydl HEeCKONIBKO IIOYTOBBIX AWIMKOB. [IepBbIi s 4acTHOH Iepe-
ITHCKH € ajipecaraMy, KOTOPBIM ThI TOBEPSENIb. JTO JIEKTPOHHBIA aapec He HaJo
UCIOJIB30BaTh IIPH perucTpauuy Ha ¢hopymax U cairax;

7. He otkpeiBaii (afiel U Apyrve BIOKEHHs B IHChMax, Jake eCJIH OHH
[pUUUIA OT TBOMX Jpy3ell. JIydme yTouHu y HMX, OTIPABISIHM JIH OHU Tebe 3TH
halner;

8. Ilocie oxkoHYaHMS paboOThl Ha MOYTOBOM CEPBUCE IEPEN 3aKphITHEM
BKJIaIKH ¢ caiTOM He 3a0y/b Haxarh Ha « BuIATHY.

KubepOyniauHr nunu BUPTyaIbHOE H3IEBATENBCTBO

KubepOymiuar - npecienoBaHne coOOLUIEHNSIMH, CONEPKALIUME 0CKOpOIe-
HHs, arpecCHIo, 3allyTHBaHHE, XyIUIaHCTBO; colUalbHOe OOHMKOTHPOBAHHE C I10-
MOILBIO Pa3IHYHBIX HHTEPHET-CEePBUCOB.

OcHoBHBIE COBETHI 110 O0pLOe ¢ KUOEPOYIITHHIOM:

1. He ©pocaiicst B Ooii. Jlydmmii crioco6: nocoseToBaThcs Kak cebs BECTH H,
€CJIM HEeT TOro, K KOMy MOYKHO OOpaTHUTBCS, TO BHa4dajle yCHOKOWThCH. Ecnu Thi
HayHellb OTBEYaTb OCKOPOJIEHUSAMH Ha OCKOpOJIEHHS, TO TOJBKO ele OoJblie
pa30kKeIb KOHMDIHKT;

2. YnpaBnsai cBoell kubeppernyTaluei;,

3. AHOHMMHOCTB B ceTH MHUMas. CyIIeCTBYIOT CIOCOOBI BBIACHHTH, KTO
CTOMT 3a AHOHUMHBIM aKKayHTOM;

4. He cToMT BecTH XyIHUTraHCKHH o0pa3 BHpTyaitbHOW ku3Hu. MHTepHer
(HUKCHpyeT BCe TBOM ACHCTBHS M COXpaHseT MX. YIaluTh MX OyAeT Kpaiine 3a-
TPYAHUTEIBHO;

5. Cobmo/1aii ¢BOIO BUPTYANBHYIO 4€CTh CMOJIOAY;

6. Mruopupyii ennHIYHBIA HeratuB. OIHOPa30BEIE OCKOPOUTENBLHBIE COO0-
IMIEHHs Jiydimie UrHopuposarb. OOBIMHO arpeccusi NpekpallaeTcs Ha HadaJbHOM
CTaIHuH,

7. ban arpeccopa. B nporpammax o0OMeHa MTHOBEHHBIMH COOOILICHHSAMH, B
COIHANIBHBIX CETSIX €CTh BO3MOXHOCTh OJIOKHPOBKH OTHPaBKU COOOIIEHHUH ¢ ompe-
JIeJIeHHBIX a/IpecoB;

8. Ecan Tol cBuaeTens kuOepOyinHra, TBOM OCHCTBHS: BBICTYIIHTE IIPOTHB
npecieoBaTels, II0Ka3aTk eMy, YTO ero JeHCTBHS OIleHHBAIOTCI HEraTHBHO, I10/1-
JepKATL JKEPTBY, KOTOPOH HY’KHA IICHXOJIOTHYECKas MOMOIlb, COOOIIUTH B3pOC-
JIBIM O (DaKTe arpecCHBHOTO MTOBEICHHUS B CETH.

MoOGubHBIN TenehoH

CoBpeMeHHbIe cMapT(HOHBI W TUTAHIIEThI COAEPIKAT B cede BIIOJIHE B3POCIIbIi
(GYHKUHOHAN, H Terepb OHH MOTYT KOHKYPUPOBATb CO CTALHOHAPHBIMH KOMITBIO-
Tepamu. OJIHAKO, CPEJCTB 3aAIIUTHl IS HOTOOHBIX YCTPOMCTB II0Ka OYeHbL MAJo.
TecrupoBanue u MOMCK YA3BUMOCTEH B HUX MPOUCXOOUT HE TaK HHTCHCHBHO, Kak
st HIK, 1o ke camoe kacaetcs U MOOMITBHBIX MPUJTO/KCHHIH.



Cospemennble MOOHIBHBIC Opay3epbl yKe NPaKTHYECKH AOTHATIH HACTONb-
HbIC aHAJIOrH, OMHAKO paciiMpeHye (yHKUMOHAna BiledeT 3a co0oil OONbIIyIO
CIIO)KHOCTB M MEHBLIYIO 3alTHIIEHHOCTE.

Jlanexko He BCe MPOM3BOAMTENH BBIMYCKAIOT OOHOBIICHHMs, 3aKpHIBAIOIINE
KPUTHYECKHE YI3BUMOCTH J1JIsI CBOMX YCTPOUCTB.

OcHOBHEIE COBETHI JIs 0€30IaCHOCTH MOOHIILHOTO TenedoHa:

Hudero He sBisgercs no-HactosmeMy GecriatHeiM. Byab ocToposkeH, Beib
Kor/ia Tede npensararoT OecIUIaTHBIL KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-
TO IIJTATHBIEC YCIYTH;

Hymalii, npexzae yem oTnpasuTh SMS, GoTo unu Bugeo. Tel TOUHO 3HAEIID,
re OHH OyayT B KOHEUHOM MUTOre?

Heobxoaumo 0GHOBIATE ONEPAlIHOHHYIO CHCTEMY TBOETO cMapTQOHa;

Vcnonib3yii aHTUBHPYCHBIE ITPOTPAMMBI U1 MOOHIIBHBIX Tele(hOHOB;

He szarpyxall mpuiIosKeHHs OT HEU3BECTHOTO HUCTOYHMKA, BEIb OHH MOTYT
COJICpPIKaTh BPEOHOCHOE IIpOrpaMMHOe 00ecIeYeHHE;

Iocine Toro Kaxk Tl BEIHIENIB ¢ caifTa, e BBOIMI JIMUHYIO HH(MOPMALIMIO,
3alild B HACTPOUKHU Opay3epa U ymaiu cookies;

IlepHoau4ecKu NpoBepsii, KaKue IUIATHBIE YCIIYIM aKTHBUPOBAHBI Ha TBOEM
HOMepe;

JlaBall CBOW HOMep MOOHJIBHOrO Tene(oHa TONBKO JIHOJSM, KOTOPBIX TEI
3HACIIL U KOMY JI0Bepsiellb;

Bluetooth nomkeH ObITH BBIKITIOHUEH, KOTJIA Thl UM He MOJb3yelbcs. He 3a-
ObIBall HHOI 1A IPOBEPATH ITO.

Online urpel

CoBpeMeHHble OHIAMH-UIPHL - 3TO KPAaCOYHEIE, 3aXBaATLIBAIOIIHE pa3Blieye-
HUA, O0OBEIUHAIOIINE COTHH THICSY YEJIOBEeK 110 BceMy MUpy. Mrpoku Hcciienyior
IOAHHBIM MM MHp, OOIIAIOTCS APYT C APYroOM, BBINOJIHSIIOT 3a/[aHMsl, CPpaykaroTcs ¢
MOHCTpaMH H IIOJIYYarOT OIBIT. 32 YIOBOJIBCTBHE OHH TUIATST: MOKYIAIOT JIHCK,
OIIaYMBAIOT a00OHEMEHT U.TH MPHOOPETAIOT KAKHE-TO OIILIHH.

Bce >Tu cpencTBa AT Ha OANepKaHUE U pa3BUTHE UTPEL, a TAK)Ke Ha caMy
0e30MacHOCTh: COBEPIIEHCTBYIOTCA CHCTEMBl aBTOPH3ALUH, BBEITYCKAIOTCS HOBBIE
nat4d (LHQPOBBIC 3aIUIaTKH AJ1sl IPOTPaMM ), 3aKPBIBAIOTCS YI3BUMOCTH CEPRBEPOR.

B nonoGHBIX Hrpax CTOMT oracaThcsi HE CTONBKO CBOUX COINEPHHUKOB,
CKOJIBKO KpaXH TBOEro naposd, Ha KOTOPOM OCHOBaHa CHCTeMa ABTOPH3ALIHH
OOJTBITUHCTBA HIP.

OcHoBHBIE COBETHI IO 0€30IIaCHOCTH TBOSI'O HIPOBOr0 aKKayHTa:

1. Ecim 1pyroil Hrpok BeneT ceds MI0X0 HIIH Co3daeT Tebe HEINPHUATHOCTH,
3a0JIOKUPYi €10 B CIIUCKE UTPOKOB;

2. loxamyiics agMHHHCTpaTOpaM HIPbl Ha TUIOXOE MOBEACHHE 3TOTO HIPO-
Ka, )KeJIaTeJIbHO IPHJIOKHUTE KaKHe-TO J0Ka3aTeIbCTBA B BH/l€ CKPHHOB;

3. He yxassiBail manyto HH(pOpMaLKIO B podaiiie Urpsl;

4. YBaxail Ipyrux y4acTHHUKOB 10 UIPE;

. He yctanaBnuBail HeoUMaTbHbBIE TATYH U MOJIBI;
. FICIIoMIp3y#l CJI0KHBIE H pasHbIE NIAPOJIH;
. [axe BO BpeMs MIpbl HE CTOMT OTKIIOYATH aHTHBHpYC. [loka ThI wrpa-

~ O\ L



CIllb, TROM KOMIIBIOTEP MOTYT 3apPa3uTh.

QUILUHT UM KpaXka JIHYHBIX JaHHBIX

OOBI4HON Kpaxkel JeHer M JOKYMEHTOB CEro/iHsl yiKe HHKOTO HE YIHBHIIb,
HO C pasBHUTHEM HHTepHeT-TGXHOHOFHﬁ 3JIOYMBIIIJICHHHKH MEPEMECTHIINCE B HH-
TEPHET, U TIPOJIOJ/DKAIOT 3aHUMATLCS «ITFOOUMBIMY JIETIOM.

Tax nosBHnace HoBas yrposa: WHTEPHET-MOLICHHHYECTBA WM (DUIIMHT,
r7aBHaA LeJlb KOTOPOTO COCTOUT B TIONYUYEHUH KOHMUICHIIHATLHEIX JaHHBIX MTOJIb-
30BarTelsiel - JIOrMHOB U maponei. Ha anrmuiickom s3bike phishing unraercs kak
¢uimnr (ot fishing - ppIdHas 108151, password - 11apoJIb).

OcCHOBHBIE COBETHI TT0 00PBOE ¢ QUILIHHTOM:

1. Cnenu 3a cBoMM akkayHTOM. ECITH Thl 110103peBaelllb, 9TO TBOSI aHKETa
OblIa B3JIOMaHa, TO HEOOXOIMMO 3a0JIOKMPOBATL €€ U COOOLIUTh AIMHUHHCTPATO-
pam pecypca 00 3TOM Kak MOXHO CKOpee;

2. Ucnone3yit 6e3onacHble BeG-callThl, B TOM YMCIle, HHTePHET-MAra3uHOB U
MTOMCKOBBIX CHUCTEM;

3. Hcmonb3yi cloxHBIE M pasHble [1apoiu. Takum o6pasoM, ecid Tebs
B3JIOMAIOT, TO 37OYMBIIIEHHHKH I10Jy4YaT JOCTYI TOJIBKO K OJHOMY TBOEMY IPO-
¢mIo B ceTH, a He KO BCEM;

4. Eciy Teds B3noMald, TO HEOOXO0IUMO MpeayIpeluTh BCeX CBOMX 3HAKO-
MBIX, KOTOpBIe NOOaBICHBI ¥ TeOs B APY3bAX, O TOM, UYTO TeOA B3TOMAIH H, BO3-
MOJKHO, OT TBOCIO MMEHHU Oy/eT pacchlIaThCs ClaM M CCHUIKH Ha (HMIIMHTOBEIC
CamThl;

5. Yceranoeu HazexHbii mapois (PIN) Ha MoGuIbHBIN TenedoH;

6. OTxiIr04n coxpaHeHHue napoJis B Opaysepe;

7. He oTkpeIBail (aiinel u Apyrue BIOXKEHHs B MUChMAX, JaKe €CIH OHH
NPUIILIKA OT TBOMX Jpy3ei. Jlydle yTOYHH y HUX, OTIPABISIM JIM OHHM TeDe 3TH
(habr.

Ludposas penyranus

Hudposas penyTanus - 3TO HeraTHBHAS WM TO3UTHBHAs WH(QOpMALUS B
cetu o tebe. Komnpomerupyromas nHpopManus, pasMelieHHas B HHTEPHETE, MO-
JKET CephE3HBIM 00Pa30M OTpa3UThCA HA TBOEH peanbHOl xusHH. «[{udposas pe-
NyTauHua» - 3TO TBOW WMH/IK, KOTOpBIH opMupyeTrca u3 uHpopMmauun o telbc B
HUHTEpHETE.

Tsoe MecTo *)uTenbCcTBa, y4eObl, TBOE (PHHAHCOBOE II0JIOXKEHHE, 0COOEHHO-
CTH XapakKTepa M paccKasbl 0 OJIM3KHX - BCE 3TO HAKAIJIUBAETCH B CETH.

MHorue nogpocTKu J1erkoMBICIEHHO OTHOCATCS K IMyOJIMKALMK JTMYHON HH-
Gopmanuu B MHTepHeTe, He MOHMMAas BO3MOXKHBIX IOCIeACTBHHA. THI make He
CMOJKCIIB J0TafaThes 0 TOM, 4ro (oTtorpapus, pa3MelleHHas 5 JeT Ha3al, crala
IIPHYHHOM OTKa3a IIPUHATH TeOst Ha paboTy.

KommenTapuy, pasMeleHre TBoux Gotorpaduii u apyrue IeicTBHS MOIYT
HE MCYE3HYTh JIa)Ke IOCNIC TOro, KaK Thl HX yOadHIIb. Tl HE 3HACIIb, KTO COXpa-
HUJ1 9Ty MH(OPMALHIO, TI0Naja JIH OHA B IIOMCKOBBIE CHCTEMBI M COXPAHU/IAChH JIH
OHAa, a IIAaBHOE: YTO IIOAYMAarOT O Tebe OKpY’KalollHue JIFOJH, KOTOPhle HAWIYT U
YBUAAT 370, HakiTh nH(OpMaLHI0O MHOIO JIET CIYCTA CMOKCT 000§ - Kak u3 100-
phIX MoOYXKJIeHHH, TaKk U ¢ HAMEPSHHEM NPUYHHHUTE Bpeld. JDTO MOXKET OBITH KTO



YIOJIHO.

OcHoBHBIe COBETEI 10 3ammuTe [H(GPOBOH penyTaluy:

1. Tlogymaii, mpeske 4eM 4To-To MyOIMKOBaTh U IepefaBaTh v cebs B Grore
WJTH B COLIMAJIbHOM CETH;

2. B nHacTpoiikax npoduis yCTAHOBH OTPaHHYCHHsA Ha IPOCMOTP TBOErO
MPOMHIIA M €r0 COAEPKUMOTO, CIIENait €ro TONBKO «IUI ApY3eii;

3. He pasmemaii u He yka3plBail HH(GOPMALNIO, KOTOpas MOXKET KOro-J1100
OCKOpONATH HIIH O0MXKATh.

ABTOpPCKOE IIpaBo

CoBpeMeHHbBIC WIKONBHUKKM - aKTHUBHBbIE I10Jb30BaTeIH UH(POBOro Ipo-
cTpaHcTBa. OJHAKO JaJIeKO He BCe 3HAOT, UTO IMOJIL30BaHHe MHOMHMH BO3MOKHO-
CTAMM HU(DPOBOro Mupa TpeOyeT cOOIIOIEHHs MPpaB HA MHTEIEKTYaabHYIO CO0-
CTBEHHOCT.

TepMHH «HHTeIIeKTyanpHas COOCTBEHHOCTBY OTHOCHTCS K PasIMYHBIM
TBOPCHUSIM YE€JIOBEYECKOI0 YMa, HAYMHAsA C HOBBIX M300PETCHHI M 3HAKOB, 000-
3HAYAOIMX COOCTBEHHOCTh HA MPOIYKTHl M YCIYTH, U 3aKaHUMBasi KHUramu, (o-
Torpa)usaMU, KUHO(UIBMaMH | MY3BIKaJIbHEIMH IIPOU3BE/[EHHSIMM.

ABTOpCKHE IIpaBa - 3TO IpaBa Ha WHTEJUIEKTYalbHYIO COOCTBEHHOCTh Ha
NPOU3BEACHHSA HAYKH, JUTEPATYPbl U HCKyCCTBA. ABTOPCKME MpaBa BEICTYIIAIOT B
Ka4yeCTBE TrapaHTHH TOT0, YTO MHTEIUIEKTyallbHBIH/TBOPUECKUid Tpya aBTOpa He Oy-
AT HAPacCHBIM, 1acT €My CIIPaBeUIMBbIE BO3MOXHOCTH 3apaboTaTh Ha pe3yibTa-
Tax CBOCTO TPyHa, MOJIY4HTh M3BECTHOCTE M NpusHaHue. Hukro Ge3 paspelreHus
aBTOpa HE MOXKET BOCIIPOH3BOJAUTL €0 NPOU3BEEHHE, PACIPOCTPAHATD, ITYOIHY-
HO JEMOHCTPHPOBATH, IIPOAAaBaTh, UMIIOPTHPOBATE, IIYCKATh B IPOKAT, ITyOIHYHO
HCITOIHATE, TOKA3bIBATL/UCIIONHATS B 2(upe uiu pasmewmars B IHTepHEeTe.

Mcnonp3oBanue «IIHUPAaTCKOro» NPOrpaMMHOI0 00ecredeH s MOKET MpHBe-
CTH K MHOTHM PHCKaM: OT IIOTepH NAaHHBEIX K TBOHM aKKayHTaMm 10 OJIOKHPOBKH
TBOETO YCTPOMWCTBA, IJleé YCTAHOBICHA HellerajibpHas mnporpamma. He cTrouT rtakske
3a6BIBaTI>, 9TO CYWIECTBYIOT lJi€raJIbHbLIE H OecrnuiaTHble nporpaMMbl, KOTOPBIC
MO>KHO Hai{TH B CETH.

O nopTaine

CereBu4oK.pd - TBOH ITIaBHBLI COBETYMK B CETH. 3/1€Ch Thl MOMKELL Y3HATh
0 0€30IaCHOCTH B CETH MOHATHBIM M IOCTYITHBIM S3BIKOM, & TIPH BO3HHKHOBEHHH
KPUTHYECKOH CHUTyallMH OOpaTUTBCS 3a COBETOM. A TakkKe NPUHATh Yy4acTHE B
KOHKYpPCax U CTaTh caMbIM LHU(MPOBBIM I'PAXKTAHUHOM !



